ABSTRACT A quantum secure direct communication (QSDC) protocol is presented. In the proposed protocol, the omega state is introduced to detect the eavesdropping during the quantum communication, eavesdropping behaviors will change the state of the omega state, and the sender Alice and the receiver Bob detect eavesdropping through the state measurement results. The relationship between the amount of information that the eavesdropper gets and the probability of being detected is also given. Compared with the original QSDC protocol based on the Bell state, when the same amount of information is obtained, the eavesdropper must face a higher detection probability in the proposed protocol, and the eavesdropper mostly can obtain 0.676 (bit) of information. The security analysis is also given, and the result indicates that the proposed protocol is more secure. A simulation based on the law of large number and the Monte Carlo method is also given, and the mean square error is introduced to describe the similarity between the simulation data and the theoretical value. The simulation result indicates that the proposed security in an ideal environment and the security analysis are correct, and the proposed protocol is more secure by sending more quantum particles in detecting eavesdropping.
I. INTRODUCTION
How to distribute the key is a very important research in cryptography. The only key distribution protocol which has been proved the theoretical security by Shannon [1] is One-time pad(OTP) presented by Vernam [2] in 1926. However OTP needs to transmit a key which is equal to the cipher text, making it's difficult to apply. Today's widely used cryptography systems are usually based on the computational complexity [3] - [5] , the eavesdropper cannot calculate the key in finite time, but their theoretical security have not been proved. In 1994, Shor [6] presented a quantum Las Vegas algorithm, indicating that the classical cryptography systems can be cracked in the future.
Different from the classical secure communication protocols' security are based on the complexity of computation, the quantum secure communication(QSC) protocols are based on the laws of physics, so QSC's security can be proved in theory. Quantum communication and quantum Cryptography mainly includes quantum key distribution (QKD) [7] - [9] , quantum teleportation (QT) [10] , [11] , quantum secret sharing (QSS) [12] , quantum secure direct communication (QSDC) [13] - [15] , etc. In 1984, Bennett and Brassard [16] presented the first QKD protocol, which called the BB84 protocol. This protocol indicted that quantum qubits can replace classical bits in communication, the BB84 protocol and its improve protocols are still widely used in quantum communication [16] - [21] .
Compared with QKD protocol, QSDC protocol can not tolerate the lack of the quantum information. In another word, QSDC protocol needs much more higher security requirement. In 2002, Long and Liu [22] present a QSDC protocol based on the Einstein-Podolsky-Rosen (EPR) pair [23] . He present an excellent idea of using quantum information blocks instead of quantum information bits, making QSDC is easily to applicate in theory. Before transmitting the secure message, one of communication parties can ensure the security of the quantum communication channel with the help of the quantum data block. Eavesdropping will cause the bit error in the data block. Same with the idea in [24] the block of entangled particles is divided into two sequences: the checking(control) sequence(in control mode) is used to checking Eve's eavesdropping behavior and message-coding(message) sequence(in message mode) is used to transmit the secure message [23] .
However, the original present protocol's [23] effect of detecting eavesdropping is low. A quantum secure direct communication protocol based on the quantum Omega state | [25] - [27] and the idea presented in [22] , [23] , and [28] is presented to enhance the detection efficiency on Original present protocol which is based on EPR pairs and Bell states. Bob transmits the | to Alice, and Alice takes a measurement to detect the eavesdropper Eve. To facilitate the expression, the protocol present in [23] is called ''OPP''(Original Present Protocol) in this paper and the proposed QSDC protocol based on Omega state in this paper is called ''SPP''(Second Present Protocol). The method of the entropy theory is introduced during the security analysis and it has been proved that if Eve wants to get more Information, she must face a large detection efficiency in SPP. In our secure analysis, Eve's eavesdropping can at most obtain about 0.676 information. The secure of SPP is also proved, the more qubits used in checking sequence, the more secure that SPP will be. Compared with OPP, SPP is more secure, but SPP faces the cost of sending more particles.
A simulation based on the law of large number [29] , [30] and Monte Carlo method [31] - [33] is also presented. The times of the eavesdropper Eve attempts to gain n bits without being detectedt n is simulated and the theoretical value t n is also calculated. The mean square error(MSE) is introduced to describe the similarity between the simulation datat n and the theoretical value t n . With the given detecting probability d = 0.5 and the given probability that Alice and Bob change into control mode c = 0.5, when Eve tries to get n = 10 classical bits without being detected, the theoretical times of attempts is t 10 = 57.67. After 1000 times of simulation, the simulation datat 10 is approaching to the theoretical value t 10 , and the value of MSE is approaching to 0. The simulation result indicates the SPP protocol is security in ideal environment and the security analysis in this paper is right.
II. QSDC PROTOCOL BASED ON THE OMEGA STATE A. THE BELL STATE AND OMEGA STATE
The four Bell states can be written as:
If takes a Bell measurement in two particles, the measurement result should be one of the four Bell state. If takes a B z or B x measurement on each particle, the measurement results should be always the same when it's | ± and the result should be always different when it's | ± . When in message sequence, Bob takes a Bell measurement after he receives the travel qubit from Alice; In control sequence, both Alice and Bob takes the same B z or B x measurement on their holden qubit to detect the Eve's eavesdropping.
The Omega state [26] can be written as:
where (|B 0 , |B 1 ∈ {| ± , | ± }), in other words, there are total 16 Omega states can be generated through the Bell state and all of the Omega states can be used in detecting eavesdropping. In this paper, let's suppose |B 0 = | + , |B 1 = | − , the Eq. 2 can be rewritten:
Eq. 3 shows that the Omega state | can be used in SPP to improved the effect of detecting eavesdropping.
B. THE BRIEF INTRODUCTION OF SPP PROTOCOL
The SPP protocol with | can be described as the following steps: 1) Suppose Alice wants to transmit N (bit) classical bits to Bob, Bob prepares enough Bell states as the message sequence and enough | states as the checking sequence C. If the probability of changing into control mode is c, Bob needs to prepares cN /(1 − c) | states and N Bell states. 2) Just like OPP, Bob uses one particle of each Bell state to form the message qubits sequence A, which is used to transmit the secure message. Then Bob randomly inserts the checking sequence C into sequence A and stores their positions. Now, Bob has gotten his final travel data sequence block T , and the length of
where N is the length of the message qubits sequence A and 4cN /(1 − c) is the length of the checking sequence C. 3) Bob transmits T to Alice, Alice gives a confirmation to Bob through a public channel after her receives transmits sequence T . Then Bob tells Alice the position of C, Alice extracts the checking qubits from T to get the message qubits sequence A and the checking sequence C. 4) Alice takes an Omega measurement on the checking sequence C, the measurement result should always be | if there is no eavesdropping in ideal environment. Eve's eavesdropping will cause a bit error rate ber.
If ber larger than the threshold, Alice and Bob think that the quantum communication is not safe, they will interrupt this communication and restart a new one.
If ber less than threshold, Alice and Bob think the channel is safe and they will continue this communication. 5) Alice and Bob have confirmed the security of the quantum channel with this data block T , they will use the message sequence A to transmit the security message like the OPP, Alice inserts new Omega state like step 2 and Bob detects eavesdropping with Omega state like step 4 again to make sure the security of the quantum channel. 6) Alice and Bob have successfully transmitted N (bit) classical bits, they repeat step 1) to step 6) until they finish transmitting the whole message. 7) The SPP protocol ends successfully. Supposed the totally qubits cost is n O in OPP and n S in SPP, the extra cost of qubits in SPP q can be easily calculated:
In next section, the security analysis of SPP will be given, and the comparison that SPP is more security via using more qubits in detecting eavesdropping is also discussed.
III. SECURITY ANALYSIS
Reference [34] has proved if the amount of information that the receiver Bob gets from the sender Alice I (A, B) is larger than Eve's gain I (A, E), the quantum commutation protocol is feasible. So the security of SPP can be proved with the information theory. Suppose d is the probability that Eve takes an eavesdropping operation, according to [22] - [24] and [28] . The expression of the maximal amount of the information that Eve can get in OPP I (d OPP ) have been given, which is similar to cross entropy formula:
Eve doesn't know the position of sequence C, so she has to take the same eavesdropping operation on every qubits. Eve doesn't know any information about the qubits. Suppose the qubit that Eve measurement is |0 or |1 with the same probability p = 1/2. The effect of eavesdropping can be describe as the following Eq. 6:
where α, β, m, n is are normalization parameter that satisfy:
In this matrix, the pure state |0 , |1 will change into a mixed state, where:
= |0000 into analysis, after Eve's eavesdropping, | (0) will change into a mix state as Eq. 9.
Then, let's expand Eq. 9:
where | (0) w is the situation that Eve gets wrong result. From Eq.10, after Eve takes an eavesdropping operation, the probability that she still gets | is:
Eq. 13 shows the probability that Eve gets the same Omega state as Alice, so the probability that Eve's eavesdropping being detected in SPP can be gotten:
Suppose |α| 2 = a, |m| 2 = t, so the amount of information that Eve gets I 0 when Bob sends 0 and I 1 when Bob sends 1 can be calculated:
If Bob sends 0 or 1 with the same probability, according to the symmetry of α and m, when a = t Eve can get most information:
When a = t Eve can get most information with the minimal probability of being detected.
Eq. 17 is a quartic equation of a, and its solutions have been given by Ferrari. Based the idea of kernel method in the theory of Support Vector Machine (SVM), and suppose a = k(d) which satisfy Eq. 17:
With different value of d ∈ (0, 0.5), the solution of a = k(d) can be given through MATLAB or Python with the Newton method.
According to the Eq. 18, the amount of information that Eve gets in SPP is:
According to the Eq. 5 and 14, the different amount of information in two detection strategies with the same detecting probability d ∈ (0, 0.5) [24] , [28] can be given. The relationship of the information I that Eve can gets in OPP and SPP with the same detecting probability d ∈ (0, 0.5) is shown in Fig. 1.   FIGURE 1 . The relationship between the information that Eve gets I and the detecting probability d .
From Fig. 1 , it can be concluded that the information that Eve gets in SPP is always less than OPP when d ∈ (0, 0.5).
The maximum amount of information that Eve gets is 0.676 in SPP while 1 in OPP. So it has been proved that the present improved detection strategy SPP has the better detection efficiency than OPP. However, according to the Eq. 4, SPP needs to send more 2cN /(1−c) qubits, in another words, SPP improves its detection efficiency via spending more qubits in detecting eavesdropping. Now, let's analysis the security of the present SPP protocol with the theory of information. Suppose Alice and Bob have the probability of c ∈ [0, 1] to choose the control sequence and every qubit which carry 1 information in message sequence, the average amount of information that qubit carry in SPP is (1 − c). Assume that each communication is independent, and c i means Alice and Bob sends i qubits in control sequence before send 1 message qubit, the probability that Eve gets 1 message transfer successfully without being detected s 1 can be described as:
When Eve successfully gets I (d SPP ) information transfer in 1 message qubit without being detected, the amount of probability is (s 1 ) 1/I (d SPP ) , and 1/I (d SPP ) is the expected times that Eve detects the communication. If Eve wants to gets nI (d SPP ) information from n message qubits, the successfully probability can be described as: (21) Suppose Alice and Bob have the probability of c = 0.5 to choose control mode, Eq. 21 describes the relationship in the amount of information that Eve gets n ∈ [0, 50], the probability d ∈ (0, 0.5) that Eve takes an eavesdropping operation. and the probability s ∈ [0, 1] that Eve successfully gets the information without being detected. Fig. 2 shows the relationship between n (the number of qubits used in detecting eavesdropping), s (the probability that Eve successfully gets the message sequence without being detected ) and d (the probability that Eve successfully gets the I (d SPP ) message information) with c = 0.5 (the probability of changing into control mode). To observe the change s in different number of qubits n conveniently, given d a fixed value that d ∈ {0.01, 0.05, 0.5}, so the Fig. 2 can be reduced from three dimensions to two dimensions, just as Fig. 3 shows: When d ∈ (0, 0.5) and n ∈ [0, 50], with the increase of n, the value of s drops rapidly and lim n→∞ s = 0. Suppose n is a fixed value, with the same n, the larger value of d, the larger gradient of s. In another word, the larger probability d that Eve tries to eavesdrop the information, the larger probability that Eve's eavesdropping behavior being detected. In our analysis, Eve can only gets part of the message without being detected, but she gets these information randomly, she doesn't know which part of information she has gotten, means what Eve's gets is useless.
In a word, the security of SPP with d ∈ (0, 0.5) has been proved, and SPP can improved its detection effect via using more qubits in control sequence. After Alice and Bob confirm the security of the quantum channel, they can transmit information in message sequence just like OPP. SPP can not only detect the eavesdropping behavior in control sequence, but also transmit information in message sequence. So the SPP protocol has been proved to be secure as a QSDC protocol.
IV. SIMULATION BASED ON THE MONTE CARLO METHOD
The law of large number can be described as the following equation:
where is small enough and always satisfied > 0. Eq. 22 indicates if the count of simulation times n is big enough, the mean value of simulation data(x k ) will always approach to its theoretical value(E x k ). Based the idea of the law of large number, the simulation with Monte Carlo method can be designed. After enough times of simulation, the simulation datat should approach to the theoretical value t, and the MSE betweent and t should small enough. Suppose d = 0.5 and c = 0.5, The value of a = k(d) = 0.822 can be calculated with Newton method. So the value of α, β, m, n can be also gotten. The probability of getting n bit without being detected can be described:
Suppose the theoretical times t n of Eve tries before successfully getting n bits can be calculated:
When calculated the value of a = 0.822, the distribution of the Omega state after eavesdropping by Eve can be calculated and the Omega state can be encode into 2 4 = 16 classical bits during the simulation with the one-hot encoding.
Suppose the simulation datat means the mean number of the attempt count in T times simulation and the theoretical value t is calculated from Eq. 24. To describe the similarity between the simulation datat and the theoretical value t, the mean square error(MSE) is introduced:
The algorithm of the simulation can be described as algorithm 1. The algorithmic complexity of algorithm 1 is
Algorithm 1 The Algorithm of the Simulation Based on the Monte Carlo Method
Input: The simulation times T and the number of classical bits that Eve tries to detected n. Output: The mean value oft n .
1: function MonteCarloSimulation(T , n)
Initialize the theoretical value t n from Eq. 24;
Initialize current simulation datat n = 0;
4:
Initialize current count c = 1;
5:
for c ≤ T do 6: Initialize current gotten bits n = 0; 7: while n < n do 8: Initialize current count t = 1;
Take an Omega detecting, if Eve has been detected, d e = 1, else d e = 0; 10: if d e == 1 then 11: t ← t + 1; 12: continue; 13: else 14: n ← n + 1; 15: end if 16: end while 17 :t c n ← t; 18:t n ←t n ×c+t c n c+1 ; 19: c ← c + 1; 20: end for 21: return the mean value oft n ; 22: end function O(tT ) → O(n 2 ). After repeating enough times of algorithm 1, we can conclude the less of the MSE, the more similarity oft and t, The Table 1 shows one of the simulation results oft n and the MSE when n = 10, the Fig. 4 shows the change rule of MSE when n = 10 and simulation times T ∈ [1, 300] . From Eq. 24, the theoretical value when n = 10 is t 10 = 57.67. From Table 1 , after 1000 times of simulation on algorithm 1, the simulation datat 10 is approached to the theoretical value t 10 . From Table 1 and Fig. 4 , the value of MSE declines rapidly and approach to 0. In a word, the change of MSE indicates that the simulation datat 10 is approaching to the theoretical value t 10 . The simulation result also shows the SPP protocol is a security protocol when d = 0.5 and c = 0.5, and our security analysis is right.
V. CONCLUSION
The security of SPP has been proved in this paper, the larger probability that Eve takes an eavesdropping operation, the less successful probability that Eve gets the information without being detected. The more qubits used in detecting eavesdropping, the larger probability to detect the eavesdropping. A comparison about the information Eve gets in OPP and SPP is also given, with the same probability d that Eve takes eavesdropping operation, the amount of information that Eve gets in SPP is less than Eve's gain in OPP.
The simulation which simulates the times of attempts that Eve tries to get n classical bits information without being detected is also given, and the mean square error(MSE) is introduce to describe the similarity between the simulation data and the theoretical value. With the given d,c and n, the simulation datat n is approaching to the theoretical value t n , and the value of MSE is approaching to 0. The result of simulation data and the value of MSE indicate that the SPP protocol is security and the security analysis is correct.
SPP uses the Omega state in control sequence to generate check sequence which is used to detect eavesdropping, and it uses Bell states in message sequence to generate message-code sequence which is used to transmit the secret message just like OPP. The Omega state can be prepared from Bell states, so the idea of detecting eavesdropping in SPP is very suitable for the OPP.
SPP doesn't need to introduce extra device into OPP, and SPP doesn't change the message-code sequence, so SPP can still get a good efficiency in transmitting message. In another word, SPP's message sequence is the same as OPP, making its easy to applicate.
However, compare with OPP, SPP needs to send more 2cN /(1 − c) qubits to detect the eavesdropping. Means SPP gets more secure via sending more qubits than OPP.
In summary, a deterministic quantum secure direct communication protocol based on Omega state | has been presented. The Omega state is used in control sequence to detecting the eavesdropping, and the Bell states are used in message sequence to transmit the secret message just like the original present protocol based on EPR pairs and Bell state [23] . Eve will face a larger probability of being detected when she wants to get the same amount of information in SPP than OPP. In another word, with the same probability of being detected, Eve can only gets at most 0.676 information in SPP rather than 1 information in OPP. In our security analysis, Eve can get part of information randomly without being detected, but she doesn't know which part of information she gets, so what Eve gets is useless. However, SPP needs to send more 2cN /(1−c) qubits than OPP, means that SPP gets more secure via sending more qubits used in detecting eavesdropping. 
